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also known as “Spam,” is like receiving junk mail, postage due. Spam shifts the cost
of advertising from the advertiser to the consumer. This imposes enormous costs on
Internet Service Providers (ISPs) and their customers. The Spam problem cries out
for a legislative solution, and that is why I introduced H.R. 2162, the “Can Spam Act.”!

The source of the Spam moniker for unsolicited commercial e-mail is apparently
attributed to an annoying song in a Monty Python skit. In the skit, actors dressed like
Vikings sing the word “Spam” over and over again, becoming louder and louder
throughout the skit, until none of the players can hear each other. Finally, the singing
Vikings drown everything out and the skit ends. Unsolicited commercial e-mail is also
annoying background noise that is growing louder. The concern is that Spam will
finally drown out legitimate e-mail on the Internet.

Businesses have increasingly resorted to unsolicited electronic mail to send adver-
tising and promotional materials because they are able to reach millions of Internet
users at virtually no cost. Consumers report receiving dozens of unsolicited adver-

tisements every week.2 The problem is becoming so pervasive that Internet Service
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Providers (ISPs) now hire full-time employees to screen
Spam because their systems cannot handle the volume.3
Additionally, ISPs must buy extra bandwidth so that
Spam does not cause their systems to crash.4 ISPs pass
along those costs to their customers. Also, the individual
consumer has the additional costs of sorting through the
mail, using computer space for the mail, and paying for
download time to receive the unwanted mail.

The fundamental incentives

unsolicited commercial e-mail are skewed. Spammers
are encouraged to compile an enormous e-mail list
because sending one message costs the same as sending
a million. As a result, individuals and businesses are
forced to pay for advertising they do not want.

I personally became involved in this issue when a con-
stituent of mine had to shut down his business for a few
days because he was inundated with Spam that crashed
his computer system. He was understandably irate.
Someone had used his Internet domain name as the false
return address for an undesirable e-mail advertisement.
As a result, he received almost half a million angry
responses. Not only did the Spam damage his equipment
and close his business, but there are now a million dis-
gruntled consumers who hate my constituent and his
The
Spam was both a trespass onto his private computer prop-

business because they think he sent the message.

erty as well as a fraudulent use of his business name.

I am not a technology expert, but I do understand the
concept of private property and trespassing. Spam is
trespass.® In most cases, Spammers violate the policies
of Internet Service Providers and cause them monetary
harm through trespassing. Since Spammers are cur-
rently able to shift their advertising costs onto the recip-
ient, there is a market incentive for Spammers to tres-
pass. In order to craft sound legislation to fix this mar-
ket incentive, I turned to the Central Hudson test for
government regulation of commercial speech,® existing
“junk fax” law,” and the Ninth Circuit’s ruling on that
law in Destination Ventures v. FCC.8

In 1980, the U.S. Supreme Court created the Central

Hudson test to determine when the government may reg-

ulate commercial speech without violating the First
Amendment.?® Commercial speech that is otherwise legal
may be regulated if: the government asserts a substan-
tial interest in support of its regulation, the government
demonstrates that its restriction on commercial speech

directly and materially advances that interest, and the

regulation is narrowly drawn.l9 Existing law regarding
unsolicited commercial faxes builds on the Central
Hudson test.!!

Existing law regarding junk faxes is simple: if a fax is
commercial and unsolicited, you cannot send it without
obtaining permission from the recipient. In Destination
Ventures, Ltd. v. FCC, the Ninth Circuit held that the

government has a substantial interest in preventing the

shift of advertising costs from sender to recipient.1?2 The
cost for faxes consists of the paper and toner used as well
as missed faxes from phone lines being tied up.13 The
court concluded that the interest in preventing cost-shift-
ing was legitimately advanced by a total ban on all fax
advertisements.!4 Commercial electronic mail shifts
advertising costs to the recipient in the same way that
commercial faxes shift costs. In fact, there is potentially
more recipient cost associated with e-mail than with
faxes. Computer users have the costs of additional con-
nect time charges to download unsolicited commercial e-
mail, additional toll or 800 number charges for some
users, and lost productivity due to wasted time filtering
and deleting messages and submitting complaints.
Internet Service Providers have the costs of additional
bandwidth to deal with high-volume traffic, additional
computers necessary to protect ISP integrity from theft
of service and other inappropriate usage of ISP
resources, additional storage for bulk messages, engi-
neering staff resources to implement and maintain filter-
ing capabilities, and system administration staff
resources to deal with problems caused by bulk e-mail
My

approach to controlling unsolicited commercial e-mail is

traffic or retaliation from frustrated recipients.

less restrictive than current law for faxes. Instead of out-
lawing unsolicited commercial e-mail altogether, my
approach gives Internet Service Providers tools to control
their own property. They own the computer servers, so
they can decide whether they want to bear the cost of
commercial e-mail or not.

H.R. 2162, the “Can =

gives Internet Service Providers the power to control

Spam by giving them a civil cause of action to recover
damages of $50 per Spam, capped at $25,000 per day, for
unsolicited commercial electronic messages to and from
their system.15 This keeps the government out of regu-
lating the Internet and lets the ISPs and the market
decide how to control Spam. If the ISP conspicuously

posts a policy prohibiting or limiting Spam on its web-



page, or through their Simple Mail Transfer Protocol
(SMTP) banner, it can use the law to protect its property
and customers. ISPs have any option the market sup-
ports including: 1) banning Spam completely, 2) allowing
all Spam, 3) coming to an agreement with an advertiser
that the advertiser will pay a few cents per message to
send it to the ISP’s customers, or 4) setting up a system
with e-stamps where their system will accept any mes-
sages with enough postage to make it worth their while.
I am sure there are future technologies that will create
more options. The crux of the issue is that advertisers
must be forced to pay for their advertisements and
Internet Service Providers must ensure that their cus-
tomers are satisfied.

The “Can Spam Act” also has a related, but separate,
provision to deal with the fraud rampant in unsolicited
commercial e-mail. As in the case of my constituent,
many Spammers use someone else’s e-mail address as
the return address so they do not have to deal with the
angry replies or the return e-mail messages from inactive
e-mail addresses. This is the equivalent of dumping your
trash into someone else’s yard, and it harms the names
and reputations of others.

There are existing laws regarding fraud and trade-
which the Federal Trade

Commission (FTC) currently uses against Spammers,16

mark infringement,
but I added a provision to the “Can Spam Act” to clarify
the crime of computer fraud through Spam.17 The “Can
Spam Act” would make it illegal to knowingly and with-
out permission steal someone else’s domain name.18 The
penalties would be a fine for first offense (up to $5,000)
and a fine plus less than one year in prison for second
offense (up to $100,000 depending on jail time).1?

This legislation hinges on the concept that advertisers
should not shift the cost of their advertising to the recip-
ients. However, there are additional basic principles that
should guide any e-mail legislation. A few months ago I
handed a list to all the Members of the House Commerce
Telecommunications, Trade and Consumer Protection
Subcommittee during a hearing on unsolicited commer-
cial e-mail. It outlined the guiding principles for any

Spam legislation:

1. Cannot Legitimize Spam

Currently Internet Service Providers (ISPs) can sue
Spammers for trespass.20 While it is very expensive
and time consuming to bring these suits, courts have
recognized the property rights of ISPs.21 Anything that

allows someone free Spam before making it illegal, or in
any other way recognizes Spam, would be taking away
existing private property rights of ISPs and would be a
step backward.

2. Cannot Regulate the Internet

The Internet is an ever-changing medium, relatively
free of government regulation. That is why it works so
well, is growing so quickly, and is driving our economy.
We need to jealously guard the freedom of the Internet
and keep the government out of it.

3. Must Protect Free Speech and Pass Constitutional Muster

The Supreme Court has outlined very specific levels of
protection of speech from political,22 religious,2? com-
mercial?4 to obscene.?5 These standards are already in
case law. The Ninth Circuit has ruled that laws can be
passed to curb commercial speech that transfers costs
onto the recipient.?6 Outside of correcting cost-shifting
in commercial speech, any law that regulates specific
speech content may fail a judicial challenge.

4. Cannot Create a New Cost or Tax on the Internet
Most plans to stop Spam would end up costing
Internet Service Providers or the government money.

5. Must Guard the Privacy of the Individual

Information is a powerful tool for law-abiding citizens
and for those who break the law. Any solution to Spam
cannot put personal information, including e-mail
addresses, in the public domain, which would put priva-
cy at risk.

6. Cannot Hurt Internet Service Providers

The Internet is a completely new communication tool.
Unlike faxes or phones, which are person-to-person com-
munication devices, e-mail is routed through numerous
private computers and Internet Service Providers before
it reaches its destination. As a result, any legislative
solution to Spam must not hamstring the numerous
Internet Service Providers that make up the Internet.
Anything that would force ISPs to be a party to numer-
ous lawsuits, or would force them to keep special regu-
lated lists, would hurt the entire Internet system. A
solution that harms ISPs is worse than the problem.

7. Must Work
Any solution must be usable for those who have the



ability and the desire to stop Spam. The “Can Spam Act”
fits within these six guidelines. Yet there are many other
jssues related to unsolicited commercial e-mail legisla-
tion that have been brought up to my office over the last

three years.

Some may wonder why 1o oo
1slation covers only commercial speech, but not political
or all unsolicited speech. One easy answer is that politi-
cians who decide to Spam voters will probably be imme-
diately voted out of office. But the real reason we do not
address political speech is because we want to make sure
this law stands up to any court challenge. By staying
within the narrow guidelines of the Central Hudson2?
test, existing junk fax law,28 and Destination Ventures v.
FCC,29 we are trying to stay on the safest legal ground
possible. I am an Internet minimalist, and I want to
make sure that the market incentive of Spam is correct-
ed without creating a burden on the Internet.

Others have suggested that we regulate only bulk e-
mail, since it is volume that harms the Internet. Even
though it is the bulk characteristic of Spam that harms
the Internet, the concept of shifting costs through each
individual Spam message is the philosophical problem. 1
strongly believe that each unsolicited commercial e-mail
message violates the property rights of the recipient, and
I believe my position is consistent with existing law and
legal precedent.

Direct marketers and some state and federal legisla-
tors have advocated what is called an “opt-out” solution
to the Spam problem. Opt-out means that when users
receive unsolicited commercial e-mail, they are responsi-
ble for notifying the sender to stop sending them mes-
sages. Legally, opt-out is a step backwards because it
accepts the first Spam message as legal, thereby grant-
ing the Spammer an extraordinary legal right to the
ISP’s computer in the first instance. Practically, opt-out
does not make sense because the worst Spammers would
just change their business name each time they Spam,
sell the e-mail address to their unscrupulous partners,
claim they did not receive the user’s request to be
removed from the list, or any number of other maneu-
vers. Once we have granted a Spammer one free bite at
the apple, we are better off with no law at all.

I have received letters and calls from people asking
why e-mail filters or just hitting the delete key cannot
take care of the Spam problem. I would prefer that tech-
nology and personal actions take care of this problem,

but Spam is a problem of cost and scale that technology
has not been able to solve. E-mail filters do block some
Spam, but the cost has already been incurred by the time
the Spam is filtered by the end user. A Spam that is fil-
tered has already used bandwidth, has already passed
through the ISP’s staff and filters, and has already used
the end user’s hook-up time and computer space.
Moreover, filters and hitting the delete key are not solu-
tions that scale. By “scale” I mean that if a Spammer has
fifty percent of its advertisements blocked, then it will
just send out twice as many Spam messages without
increasing its costs to attain the same number of suc-
cessful hits. When filters block commercial content,
Spam volume only increases and overall costs rise.
Internet Service Providers need a new legal tool to pro-
tect their property and their customers because technol-
ogy will not solve this problem.

Another concern is existing state law regarding unso-
licited commercial e-mail. Many states are considering
legislation to limit Spam, and a few states, including my
home state of California, already have laws governing
Spam. When I was a member of the California State
Legislature, I authored the Spam law in California,30
which is almost identical to the act I introduced in
Congress. Even when I was working two years ago to
pass the state legislation, I knew there needed to be a
national solution. First of all, it is difficult for an ISP to
indicate that its property is in a certain state. This caus-
es difficulty when it comes to making sure the notice, or
“no trespassing” sign, is posted without creating an
undue burden on Spammers, lest a judge throw the law-
suit out. With a national law, there would be no need to
demonstrate which state the computer equipment is in,
making it easier for the Spammer to know they are vio-
lating a law. Also, it does not make sense to burden com-
merce over the Internet with 50 different state regulato-
ry systems. E-mail has not realized its commercial poten-
tial because of the stigma created by abusers of commer-
cial e-mail. We do not want to hurt e-mail further by cre-
ating 50 different complicated legal structures.

But a national law is not foolproof. Because the
nature of the Internet is global, an American law gov-
erning Spam would not be enforceable against someone
The only
exception would be a Spammer outside the country who
has assets in the United States.
seized to pay for a judgment granted by a U.S. court. At

Spamming from outside the United States.

Those assets could be

this point, a federal solution would be the best, but even-



tually Internet users would benefit from an internation-

al framework to stop cost-shifting on the Internet.

If the “Can Spam -

law,31 Internet Service Providers will have a powerful

i

new tool to stop unsolicited commercial e-mail. The prop-
erty rights of computer owners and Internet Service
Providers will be clearly stated in law, and it will no
longer make financial sense for advertisers to send indis-
criminately to huge e-mail lists. E-mail will be much
more usable as a method of commerce because people will

only receive e-mail messages they request, and they can

complain to their ISP if that is not the case.

Once advertisers are forced to obtain permission
before they send advertisements through an Internet
Service Provider’s system, the options are limitless.
From opt-in — whereby the customer requests advertise-
ments for products they are interested in — to future tech-
nology that allows for e-stamps, technology and the mar-
ket will bring about creative uses for e-mail that we have
not yet contemplated.

In sum, no one should be required to subsidize some-
one else’s advertisements. After all, speech is only free if
you do not force someone else to pay for it. @
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