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Blackwater’s New  Battlefield:
Toward a Regulatory Regime in

the

United States for Privately

Armed Contractors Operating at

Sea

“[W]hen evil is the only solution, you do evil.”1
Shamun Indhabur, Somali Pirate Leader

ABSTRACT

Piracy has reemerged with a vengeance in the twenty-first
century. Although it is confined primarily to the horn of Africa,
piracy poses a significant problem to commercial shipping
companies that need to traverse the Gulf of Aden for business. In
response to modern-day piracy, shipowners have begun to
employ privately armed contractors for protection. Countries
and international organizations have recently developed
regulations to address this growth in private maritime security.
This Note analyzes both international and domestic regulatory
regimes for privately armed contractors with a specific focus on
the United States and Norway. This Note concludes that current
U.S. regulations are inadequate and do not sufficiently restrain
the use of force by private contractors when combating pirates at
sea. Consequently, this Note recommends that the United States
Coast Guard (USCG) use its administrative authority to publish
binding rules of engagement for private contractors defending
U.S.-flagged vessels.
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I. INTRODUCTION

“T'll give you a weapons free when ready[,] just stand by,” barks
the private security commander to his comrade.2 The two men are
armed with assault rifles and standing guard aboard the Avocet, a
merchant vessel traversing the Indian Ocean.? The Trident Group
security commander has just spotted an approaching skiff, likely
filled with pirates, and is preparing his team’s attack.4 “Go ahead
warning shots,” shouts the commander as he exits the bridge of the
vessel and takes up a shooting position overlooking the water.5
Immediately, the second guard begins firing his rifle in rapid
succession at the pirates’ small craft.® There is no delay between the
“warning” shot and the suppressive fire.” The pirates have not fired a
single shot, and, under a heavy volley of fire, they collide into the
Avocet.® The contractors continue to engage the pirate’s skiff from the
advantageous position offered by the deck of the ship.? The pirate

2. hogfeederyahoo, Pirate Attack Somalia Defeated—Pirates Shot off the
Somalia Coast, YOUTUBE (Apr. 10, 2012), http://www.youtube.com/watch?v=
1a1KZOllt-Y [hereinafter Pirate Attack]. The U.S. Army defines weapons free as a
“weapon control order imposing a status whereby weapons systems may be fired at any
target not positively recognized as friendly.” HEADQUARTERS DEP'T OF THE ARMY,
OPERATIONAL TERMS AND GRAPHICS 1-6 (2004). The proper command given the pirates’
approach of the maritime vessel in the Pirate Attack video was “weapons hold,” not
“weapons free.” See id. (defining weapons hold as “a weapon control order imposing a
status whereby weapons systems may only be fired in self-defense or in response to a
formal order”); Pirate Attack, supra (demonstrating that the pirates did not fire one
shot at the security contractors prior to the contractors firing numerous shots at the
pirates). Also, this video is reminiscent of Blackwater’s firefight in Baghdad, Iraq, on
September 16, 2007, which killed seventeen Iraqi civilians. See Theodore T. Richard,
Reconsidering the Letter of Marque: Utilizing Private Security Providers Against
Piracy, 39 PUB. CONT. L.J. 411, 454 (2010) (noting agreement between the United
States and Iraq that the Blackwater contractors used excessive force in Iraq).

3. Michelle Wiese Bockmann & Alan Katz, Shooting to Kill Pirates Risks
Blackwater Moment, BLOOMBERG (May 8, 2012), http://www.bloomberg.com/news/2012-
05-08/shooting-to-kill-pirates-risks-blackwater-moment.html.

4. Id.; Pirate Attack, supra note 2. It appears from the video that the
commander is allowing the pirate skiff to approach as close as possible to the Avocet
before engaging the pirates.

5. Pirate Attack, supra note 2.
6. Id.
7. See id. (depicting a rapid succession of shots from the private guard after

the commander’s order for a warning shot). Based on this author’s experience as a
platoon leader in Afghanistan in 2009, the use of warning shots in combat operations is
typically inappropriate for two reasons. First, there are other nonlethal methods as
effective as warning shots that can force a suspected enemy combatant (in many
situations it is difficult to accurately determine if an individual is an enemy combatant)
to comply. Second, warning shots can result in death when deadly force is not
necessarily authorized.

8. Id.

9. See id. (showing the contractors leaning over the starboard side of the ship
and discharging their firearms directly into the pirates’ skiff).
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vessel falls behind the Avocet but is continually engaged by the team
commander until it is out of sight.l% Trident Group, the U.S.-based
employer of both guards on the Avocet, later admitted that the
firefight likely claimed the lives of some of the pirates.1!

This clash between private contractors and pirates occurred on
March 25, 2011, in the Indian Ocean, but it is not an isolated incident
in this region of the world.12 In fact, these types of confrontations
have become much more frequent with the steady rise in piracy off
the coast of Somalia.l3 In 2012 alone, Somali pirates attacked over
seventy vessels. 14 In 2013, there were thirteen piracy-related
incidents with two reported hijackings.15 Although these numbers
represent a significant decrease from recent years—such as 2009,
when pirates conducted 217 attacks, captured 867 hostages, and
hijacked 47 vessels—piracy is still a major threat in this part of the
world.1® In response to these attacks and hijackings, the shipping
industry has begun employing private maritime security companies
(PMSCs). 17 PMSCs provide privately contracted armed security
personnel (PCASP) to defend merchant vessels traversing pirate-
filled waters.1® To date, no ship employing PCASP has been hijacked,

10. Id.

11. See Bockmann & Katz, supra note 3 (highlighting the statement of Trident
Group’s president, Thomas Rothrauff, that “[a]t least some of the boats’ occupants were
probably killed or injured”).

12. See id. (noting the lack of rules regarding “how much force is legal and
necessary to fight Somali piracy attacks, which targeted a record 237 ships last year”).

13. See Koji Sekimizu, Sec’y-Gen., Int’l Maritime Org., Opening Address at the
Maritime Safety Committee’s 90th Session: High-level Segment on Arms on Board
(May 16, 2012) (transcript available online at http:/www.imo.org/MediaCentre/
SecretaryGeneral/Secretary-GeneralsSpeechesToMeetings/Pages/msc90highlevel.aspx)
(noting that piracy has been a problem off the coast of Somalia for 5 years but that the
proportion of successful attacks has decreased recently, possibly due to shipowners use
of PCASP).

14. IMB Reports Drop in Somali Piracy, But Warns Against Complacency, INT'L
CHAMBER OF COMMERCE (Oct. 22, 2012), http://www.icc-ccs.org/news/811-imb-reports-
drop-in-somali-piracy-but-warns-against-complacency [hereinafter Drop in Piracy]. The
article indicates that piracy off the coast of Somalia is dropping but still remains a
significant problem. :

15. Piracy & Armed Robbery News & Figures, INT'L CHAMBER OF COMMERCE,
http://www.icc-ccs.org/piracy-reporting-centre/piracynewsafigures (last visited Dec. 19,
2013) [hereinafter Piracy Statistics].

16. See Richard, supra note 2, at 418 (discussing the pirates’ success in 2008
and 2009).

17. Int'l Maritime Org., Interim Guidance to Private Maritime Security
Companies Providing Privately Contracted Armed Security Personnel on Board Ships
in the High Risk Area, Annex § 1.1, IMO MSC.1/Circ.1443 (May 25, 2012) (hereinafter
IMO Guidance to PCASP], available at http://www.imo.org/OurWork/Security/
PiracyArmedRobbery/Guidance/Documents/MSC.1-Circ.1443.pdf.

18. Id.
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providing considerable incentive for merchant vessels to utilize
contractor services.1?

The rise of PCASP operating aboard merchant vessels poses a
number of unanswered legal questions.?® There are currently no
legally binding international regulations governing PCASP. 21
Additionally, PMSCs and PCASP are not required to report to any
international organization.22 PCASP do have to follow the laws of the
state whose flag the ship flies while on board a vessel, but many
nations have very limited regulations for them.28 One of the major
concerns is that PMSCs will operate in countries with the least
restrictive laws in order to avoid the cost of compliance with stringent
regulations. 2¢ This possibility is particularly disturbing since the
number of pirates that private contractors have killed at sea is
unknown.25 Trident Group’s disproportionate use of force against a
small band of pirates supports this startling reality and indicates a

19. See, e.g., David Isenberg, The Rise of Private Maritime Security Companies,
HUFFINGTON POST (May 29, 2012, 1:50 PM), http://www.huffingtonpost.com/david-
isenberg/private-military-contractors_b_1548523.html (explaining that the demand for
PMSCs is due to the fact that “no ship with armed security has been successfully
hijacked”); Laws and Guns: Armed Guards on Ships Deter Pirates. But Who Says They
Are Legal?, THE ECONOMIST (Apr. 14, 2012), http://www.economist.com/node/21552553
[hereinafter Laws and Guns] (noting that “[n]o ship carrying armed guards has so far
been hijacked”); Thom Shanker, U.S. Reports that Piracy off Africa Has Plunged, N.Y.
TIMES (Aug. 28, 2012), http:.//www.nytimes.com/2012/08/29/world/africa/piracy-around-
horn-of-africa-has-plunged-us-says.html (declaring that “no vessel with . ..a [private
maritime security] team on board has been hijacked”); Andrew J. Shapiro, Assistant
Sec’y, Bureau of Political-Military Affairs, Remarks to the Defense Trade Advisory
Group (Nov. 9, 2011) (transcript available online at http:/www.state.gov/t/pm/rls/rm/
176925.htm) (stating that “to date no ship with an armed security team aboard has
been successfully pirated”).

20. See Alan Cowell, In First, Private Guards Kill Somali Pirate, N.Y. TIMES
(Mar. 24, 2010), http:/www.nytimes.com/2010/03/25/world/africa/25pirate.html
(quoting Arvinder Sambei, a lawyer at the UN’s antipiracy program, asking
rhetorically “[wlho are [the PMSCs] responsible t0?”); Sekimizu, supra note 13
(discussing the lack of a uniform policy or even minimum performance standards for
PCASP across member governments).

21. IMO Guidance to PCASP, supra note 17, at Annex § 1.1.

22. See Isenberg, supra note 19 (noting that PMSCs have “no obligation to file
public reports”).

23. See IMO Guidance to PCASP, supra note 17, at Annex § 1.2 (recognizing
that flag states ultimately have the choice as to whether to allow PCASP aboard ships);
Comparison of Flag State Laws on Armed Guards and Arms on Board, INT'L CHAMBER
OF SHIPPING (June 2012), http://www.ics-shipping.org/ICS-ECSA%20Private%20Armed%
20Guards%20Flag%20State%20Laws%20June%202012.pdf [hereinafter Comparison of
Flag State Laws] (listing various nations’ requirements for PMSCs and PCASP).

24. See Laws and Guns, supra note 19 (noting that PMSCs could respond to
regulation in one country by moving to another country with a less restrictive regime).

25. See id. (reporting that human rights groups are advocating for regulations
for PMSCs because “[ulnknown numbers of Somali pirates have been killed at sea since
2005”).
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need in the United States for legally binding use of force standards
for private maritime contractors.26

Maritime officials agree that PCASP need to be regulated
because there is a “glaring absence of regulation,” domestically and
internationally.2’” Commentators worry that governments are relying
on self-regulation, goodwill, and luck to manage the explosive growth
in the maritime security industry.?8 This indifference is especially
distressing when only 26 percent of civilian ships traversing pirate-
infested waters disclose the use of PCASP but estimates indicate that
approximately 50 percent of ships utilize private security services.29
Governments, the public, and the shipping industry have recognized
that PCASP—as armed groups of privateers—need to be properly
regulated. 3° The International Maritime Organization’s (IMO)
secretary-general, Koji Sekimizu, has challenged the international
community to consider how to deal with the issue of PCASP.3!
Secretary-General Sekimizu notes that the maritime industry is a
global industry, which means that domestic policies have
international consequences. 32 As a result, individual nations—
including the United States—must make a detailed and
comprehensive domestic policy on PCASP a priority.

Part II of this Note discusses modern-day piracy and the
methods pirates use to attack and hijack merchant vessels. It also
describes the parts of the world where piracy thrives and the

26. See Bockmann & Katz, supra note 3 (asking “how much force is legal and
necessary to fight Somali piracy attacks”); Pirate Attack, supra note 2 (depicting a
firefight where the pirates did not fire one shot at the armed guards).

27. See Urmila Venugopalan, How To Fight Piracy (and How Not To), CNN
WORLD (Sept. 27, 2012, 1:55 PM), http://globalpublicsquare.blogs.cnn.com/2012/09/27/
how-to-fight-piracy-and-how-not-to/ (discussing the need for greater regulation of
PMSCs from flag states).

28. See James Brown, Pirates and Privateers: Managing the Indian Ocean’s
Private Security Boom, LOWY INST. FOR INTL PoOLY (Sept. 12, 2012),
http://www.lowyinstitute.org/publications/pirates-and-privateers-managing-indian-
oceans-private-security-boom (noting that “[glovernment policy, international
organisations and international law” have not evolved quickly enough to respond to the
increase in the shipping industry’s use of PMSCs).

29. See id. (citing MARITIME PRIVATE SECURITY: MARKET RESPONSES TO
PIRACY, TERRORISM, AND WATERBORNE SECURITY RISKS IN THE 21ST CENTURY 6
(Claude Berube et al. eds., 2012)) (noting that anecdotal reports suggest that “perhaps
half” of civilian ships in the Gulf of Aden are utilizing PCASP on board). The author
notes that the 26 percent statistic originated from a study of German ships that
declared the use of PCASP. Id. at n.23. In contrast, the 50 percent statistic is the result
of “[o]ther sources” that “provide scant evidence.” Id.

30. See Isenberg, supra note 19 (discussing the growing concern among the
“public, government and industry” that this armed force needs to be regulated).

31 See Sekimizu, supra note 13 (“This High-level segment was designed to
discuss the current policy issue of private armed guards . . . .”).

32. See id. (“As a truly global industry with many stakeholders, shipping
benefits from harmonization of procedures, adoption of common minimum standards
and clarity with respect to national legal regimes.”).
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background of the men who resort to piracy to make a living. This
Note then considers the international community’s and shipowners’
responses to the reemergence of piracy and concludes that the
budgetary limits of Western navies will force shipowners to use
private contractors for protection well into the future. Following this
discussion, this Note briefly addresses the rise of private maritime
security by examining the methods and backgrounds of PCASP.

Part III of this Note analyzes the United Nations Convention on
the Law of the Sea (UNCLOS) and its applicability to PCASP
combating piracy. Since UNCLOS is rather limited in addressing this
issue, this Note then examines the implications of the IMO’s guidance
to PMSCs, shipowners, and flag states regarding the use of private
contractors to protect ships from pirates. Part III then compares the
relative strengths and weaknesses of the various rules for the use of
force (RUF) guidelines promulgated by the United States and
Norway. Ultimately, this Note concludes that Norway has the most
comprehensive and stringent RUF for PCASP.

Part IV begins with an explanation of why the United States
must revise its current RUF for PCASP. This Note recommends that
the United States Coast Guard (USCG) publish legally binding RUF
guidelines for U.S.-based PCASP modeled after Norway’s regulations.
These guidelines will restrict PCASP’s use of force to what is strictly
necessary. This Note also recommends that all PMSCs receive outside
certification by an international organization. This certification will
ensure that U.S.-flagged vessels only employ competent and
professional PCASP. Norway’s regulatory regime will serve as the
primary framework for Part IV’s proposal with an analysis of the
advantages and disadvantages of this solution. Ultimately, the
proposed regulatory framework ensures that U.S-based PCASP act
with a respect for human rights and international law when
protecting merchant vessels at sea.

II. THE REEMERGENCE OF PIRACY

A. Modern-Day Piracy: Blackbeard’s New Business Model

UNCLOS defines piracy as “any illegal acts of violence or
detention, or any act of depredation, committed for private ends by
the crew or the passengers of a private ship...on the high
seas . ...”38 This definition has near universal acceptance in the
international community, even among nations that have not adopted

33. United Nations Convention on the Law of the Sea art. 101, Dec. 10, 1982,
1833 U.N.T.S. 397.
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UNCLOS. 3¢ For example, the United States is not a party to
UNCLOS, but the Fourth Circuit, in United States v. Dire, held that
UNCLOS properly defined piracy “as customary international law”
and interpreted the United States’ definition of piracy, in 18 U.S.C.A.
§ 1651, in accordance with UNCLOS’s definition. 35 The court
reasoned that Congress’s intent was to ensure piracy was a universal
jurisdiction crime that evolved with the law of nations.3¢ Thus,
UNCLOS—as customary international law—defines piracy for the
United States and most other nations in the world.3”

Modern-day piracy tends to be limited to certain parts of the
world referred to as high-risk areas (HRAs).38 These HRAs—depicted
in Appendix I—cover four million square kilometers and affect
maritime routes that are “critical to global commerce.”3® The Gulf of
Aden, Indian Ocean, and Arabian Sea are notable HRAs with pirates
hailing from nearby coastal nations, such as Somalia and Yemen.40
The combination of poverty, weak governments, and maritime
commerce in these areas enables piracy to flourish.4! For example,
piracy in Somalia is an outgrowth of the country’s instability and the

34. See United States v. Dire, 680 F.3d 446, 459, 461-62 (4th Cir. 2012). The
Fourth Circuit noted that UNCLOS has 162 States Party of the 192 member states of
the United Nations. Id. at 459. Furthermore, the court found that “UNCLOS’s
definition of general piracy has a normcreating character . . . that is binding on even
those nations that are not a party to the Convention.” Id. at 462.

35. Id. at 459, 468-69 (citing 18 U.S.C. § 1651 (2012)) (holding that the lower
court properly defined piracy in accordance with UNCLOS). For a discussion of why the
United States is not a party to UNCLOS, see infra Part IILA.

36. Id. at 469.

37. Id. (quoting S.C. Res. 2020, § 7, U.N. Doc. S/RES/2020 (Nov. 22, 2011))
(“Resolution 2020 reaffirmed ‘that international law, as reflected in the [UNCLOS],
sets out the legal framework applicable to combating piracy and armed robbery at
sea.”).

38. See BMP4: BEST MANAGEMENT PRACTICES FOR PROTECTION AGAINST
SOMALIA BASED PIRACY: SUGGESTED PLANNING AND OPERATIONAL PRACTICES FOR SHIP
OPERATORS AND MASTERS OF SHIPS TRANSITING THE HIGH RISK AREA 4 (Witherby
Publ’g Grp. Ltd., 4th ed. 2011) [hereinafter BMP4] (defining the HRAs as places “where
pirate activity and/or attacks have taken place”).

39. See James Brown, Piracy and the Private Security Boom, THE
INTERPRETER: LOWY INST. FOR INTL PoL’Y (Sept. 12, 2012, 10:45 AM),
http://'www.lowyinterpreter.org/post/2012/09/12/Piracy-and-the-private-security-
boom.aspx (“The high-risk area for piracy sits astride maritime trade routes critical to
global commerce.”); Venugopalan, supra note 27 (noting that pirate activity covers an
area “one and a half times the size of mainland Europe”); see infra Appendix 1.

40. See Venugopalan, supra note 27 (arguing that international naval forces
combating Somali-based piracy have forced the pirates beyond “the Gulf of Aden and
into the Arabian Sea and Indian Ocean”); see infra Appendix 1.

41. See Radio Interview by Carrie Johnson with John Campbell, Former
Ambassador to Nigeria, NATL PUB. RADIO (Mar. 16, 2011), available at
http://www.npr.org/2011/03/16/134585495/U-S-Courts-Dust-Off-High-Seas-Piracy-Laws
(discussing the problem of piracy off the coast of Somalia).
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relative immunity Somali authorities grant senior pirate leaders.42
Somali individuals have a life expectancy of approximately 50 years
and an average yearly income of $600, incentivizing young Somali
males to become pirates as a way of providing for their families.43
Somali pirate leader Shamun Indhabur noted in a 2008 interview
with reporter Rod Nordland, “[W]hen evil is the only solution, you do
evil.”#4 Therefore, countries like Somalia provide a perfect recipe of
socioeconomic and governmental failures that enable piracy to thrive
in its coastal waters.45

Pirates’ methods for seizing merchant vessels are crude but
effective. They approach ships in small, motorized skiffs armed with
AK-47s and rocket-propelled grenades.4®¢ The pirates use ladders or
ropes to board ships and then quickly move to the command center—
the bridge—to gain control of the vessel.47 Attacks typically last
thirty minutes, but the kidnapped members of the crew can face
around five months of involuntary detention on the Somali
mainland.*® In fact, the appeal of piracy is not the cargo on board the
ships, but rather the millions of dollars in ransoms that can be
extorted from shipowners for kidnapped crews.4? In 2011 alone,

42. See Somali Pirate Kingpins Enjoy “Impunity” U.N. Experts, REUTERS (July
18, 2012, 4:47 AM), http://www.reuters.com/article/2012/07/18/us-somalia-un-piracy-
idUSBRE86G0ZN20120718 [hereinafter Pirate Kingpins] (reporting that a Somalia-
focused UN Monitoring Group claimed that Somali authorities were protecting senior
pirate leaders from arrest and prosecution).

43. The World Factbook, CENT. INTELLIGENCE AGENCY, https://www.cia.gov/
library/publications/the-world-factbook/geos/so.html (last wvisited Dec. 20, 2013)
(estimating the total population’s life expectancy at birth at 50.8 years and the per
capita GDP at $600 dollars); see John Hackwood, Civilian Contractors: Life of a Ship
Anti-Piracy Operator—Eight Weeks on the High Seas, ISENBERG INST. OF STRATEGIC
SATIRE (Mar. 20, 2012), http:/iissonline.net/?p=316 (“If I lived [in Somalia] I would
probably be a pirate too, they have families to feed just like everyone else.”). See
generally Douglas A. McIntyre, Somali Pirates Are Getting Rich: A Look at the Profit
Margins, TIME BUSINESS & MONEY (Apr. 15, 2009), http://content.time.com/time/
business/article/0,8599,1891386,00.htm] (“The pirate business is not going away. It is
too profitable.”).

44, Nordland, supra note 1; see James Kraska & Brian Wilson, Piracy
Repression, Partnering and the Law, 40 J. MAR. L. & COM. 43, 44 (2009) (discussing
Somalia’s socioeconomics as a cause of piracy in the region).

45. See supra notes 38-44 and accompanying text.

46. See BMP4, supra note 38, at 9-10 (describing skiffs as small, open boats
capable of speeds up to twenty-five knots and noting that pirates use small arms
weapons and rocket-propelled grenades).

47. Id. at 10.

48. See Brown, Pirates and Privateers, supra note 28 (noting that 158 days is
the average detention of a captured ship and crew).

49. See Hackwood, supra note 43 (arguing that Somali pirates do not kill
hostages because “a dead crew isn’t good for the subsequent ransom dealings with the
ship’s owners”).
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companies. Moreover, contractors would not be able to locate in
another country and provide services to U.S.-based shipowners
without complying with U.S. regulations because they would apply to
any PMSC employed by U.S.-flagged vessels.254 Thus, it is unlikely
that PMSCs will vacate the United States because of binding RUF.

C. Mandated Certification for PMSCs by an International
Organization

U.S. regulations for PCASP should also require that all PMSCs
provide proper evidence that they have been certified from a suitable
international organization.2?55 This nonwaivable requirement must
acknowledge that the USCG has final approval or disapproval
authority of any PMSC selected for use by a U.S.-flagged vessel—akin
to Norway’s provision in its Security Regulations.?56 This enables the
USCG to effectively screen a shipowner’s decision to utilize the
services of a PMSC.

One example of an organization that conducts PMSC
certification is the Security Association for the Maritime Industry
(SAMTI).257 This global organization certifies PMSCs through a three-
step process. 258 First, SAMI performs a thorough review of the
PMSCs’ records.25? Second, SAMI conducts an on-site audit that tests
the “implementation, readiness, conduct of operations, personnel
management, [and] logistics” of the PMSC.280 This step involves
comparing the PMSCs’ performance against SAMI’s internationally
accepted standards.261 The last step is an operational site visit to
evaluate the PMSCs’ operational capabilities in the field.262 SAMI
verifies that a PMSC is reputable by “provid[ing] reassurance,
guidance, and minimum quality and standards in the delivery of

254.  See supra Part I11.C.3.

255. See Hohenstein, supra note 222, at 18 (recommending that “an
international, not-for-profit organization . . . govern and approve PSCs”); see also Pizor,
supra note 237, at 568 (arguing that “a regulatory board could issue the armed guard
with a license to serve as security on a merchant ship”).

256.  See supra Part II11.D.

257.  See SEC. ASS’N FOR THE MARITIME INDUS., http://www.seasecurity.org/ (last
visited Dec. 20, 2013); LloydsListGroup, Peter Cook, Secretariat, Security Association
for the Maritime Industry, YOUTUBE (Oct. 21, 2011), http://www.youtube.com/
watch?v=09JGa38qy3l [hereinafter Peter Cook Interview].

258.  Peter Cook Interview, supra note 257, at 2:10; SAMI Certification for
PMSCs, SEC. ASS'N FOR THE MARITIME INDUS., http:/www.seasecurity.org/sami-
certification-for-pmscs/ [hereinafter SAMI Certification] (last visited Dec. 20, 2013).

259.  See Peter Cook Interview, supra note 257, at 2:15 (noting that the first-stage
of the three-stage process is due diligence); SAMI Certification supra note 258 (noting
that Stage 1 is a due-diligence step).

260. SAMI Certification, supra note 258.

261.  See id. (“Stage 2 is the [sic] where the companies [sic] performance will be
assessed against the standard.”).

262. Id.
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maritime security.” 263 The standards SAMI espouses provide
legitimacy to the PMSCs that wish to provide maritime security
services.264

Mandatory certification of all PMSCs has notable benefits. First,
the USCG will be able to ensure that merchants only use PMSCs that
have been vetted by an independent organization that actually
observes the PMSCs’ methods in the field. There is ample evidence
that many private-contracting companies do not have the necessary
expertise and credibility to provide security services to vessels in the
HRASs.285 The certification requirement acts as a filter for merchants
to ensure that they only hire suitable PMSCs. Third-party
organizations, such as SAMI, facilitate the accreditation process
between the private contractor, shipping company, and flag state 266
This regulation would also meet the IMO’s requirement that PCASP
provide documentary evidence of their competencies to provide
security on the high seas.?67 It ultimately ensures that PCASP are
properly selected, vetted, and trained as the IMO’s guidance
encourages.?%8 Finally, private organizations that certify PMSCs will
save the USCG from having to conduct any type of on-site
certification process. The USCG may not have the resources, training,
or expertise necessary to conduct this type of certification process.269
Certifying PMSCs is SAMI’s market niche however, and utilizing
their services would save the U.S. government the nontrivial cost of
having to provide and train personnel with the skills and knowledge
necessary to conduct a complex certification process.27® Although the
U.S. government would be outsourcing an important aspect of

263. Id.

264. See id. (“Through the SAMI Standard the association will provide the
maritime industry with a credible measure of competency giving them confidence in
the professionalism of the maritime security industry.”).

265.  See PROVISIONAL GUIDELINES, supra note 94, at 7-8 (justifying Norway’s
requirement that merchants perform a detailed assessment of PMSCs prior to each
assignment).

266.  See Peter Cook Interview, supra note 257, at 1:42 (discussing SAMTI’s role in
the PMSC accreditation process).

267. See IMO Guidance to PCASP, supra note 17, at Annex §3.2 (listing
“incorporation, management and financial standing” documents as relevant to PMSC
due diligence).

268. See id. at Annex §§ 4.1-4 (providing recommendations for PCASP
selection, vetting, and training); see also IMO Guidance to Shipowners, supra note 110,
at Annex §§ 4.1-4.7.6 (listing PMSC selection criteria for shipowners).

269. See Richard, supra note 2, at 414 (“Governments frequently lack the
resources or political will to provide security, training, and technical security
equipment necessary for dealing with modern threats, creating opportunities for the
private sector.”). There is a chance, of course, that organizations will “rubber stamp” a
PMSC for use on board a U.S. flagged-vessel. Proper due diligence by the USCG,
however, could overcome this concern.

270. See generally Peter Cook Interview, supra note 257 (discussing the
certification process for PMSCs).
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regulating PMSCs, proven certification companies are in the best
position in the industry to evaluate and grade the tactical and
technical skills of PCASP.271 Moreover, the backstop to the regulatory
framework is the binding RUF.

Arguably, PSA 5-09 and PSA 6-09 already adequately regulate
the selection and vetting of PMSCs for U.S.-flagged vessels.2’2 The
advisories do ensure that PCASP pass proper background checks and
require that PCASP meet certain minimum requirements as detailed
in 33 C.F.R. § 104.220.273 The deficiency, however, is that there is no
verification or independent observation of the PCASP’s methods in
the field. In contrast, SAMI and other-related organizations certify
that PCASP are adequately trained to protect a ship at sea.2’ This
independent verification of PCASP will ensure that U.S.-flagged
vessels only utilize professional and competent private security
companies.

V. CONCLUSION

Although piracy has recently declined off the horn of Africa, it
will continue to pose a significant threat to commercial ships
traversing the Gulf of Aden and Indian Ocean. Somalia and Yemen
provide the perfect combination of socioeconomic and governmental
failures that enable piracy to thrive. Additionally, recent reports
indicate that piracy is on the rise in other parts of the globe—
including Indonesia and Southeast Asia.2?® These realities coupled
with shrinking defense budgets mean that PCASP will have a notable
role in protecting shipowners in the twenty-first century. Since
PCASP will play a substantial role in protecting shipowners, the
United States has a moral obligation to properly regulate them at
sea. The Trident Group incident demonstrates the danger of allowing
private contractors to remain relatively unregulated. To address
these issues, the USCG should use its authority under the CGAA to
promulgate binding RUF for PCASP.

Regulations for PCASP vary substantially across nations. The
Bahamas and Isle of Man have rather limited provisions in place for
armed guards, while Italy prefers its vessels to utilize military
personnel. The United States has a framework for PCASP’s use of
force that primarily consists of § 383 and PSA 3-09. This regime,

271.  See generally id. (discussing SAMI’s expertise in certifying PMSCs).

272.  See supra Part I11.C.4.

273. PSA 5-09, supra note 174, § 7 (citing training requirements for company or
vessel personnel with security duties, 33 C.F.R. § 104.220 (2010)).

274.  See supra notes 257-64 and accompanying text.

275.  See Drop in Piracy, supra note 14 (noting the spike in piracy in Indonesia
and Southeast Asia for 2012).
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however, suffers from legal disclaimers and a lack of specificity
regarding the RUF. In contrast, Norway’s RUF are specific and
restrictive. Norway’s regime enables the Norwegian Maritime
Directorate to adequately supervise and control the employment of
PCASP on board its nation’s vessels.

This Note proposes that the United States adopt binding RUF for
PCASP modeled on Norway’s Security Regulations. Under its
statutory authority, the USCG should promulgate regulations that (1)
dictate binding RUF for PCASP and (2) require mandatory
certification of PMSCs by an international, private organization.
PCASP fill a significant gap for shipowners who need to be protected
at sea but can no longer depend on an international community that
is facing widespread military budget cuts. These men and women
perform a necessary job that involves putting their lives at risk on a
daily basis for the protection of a ship and its crew. This Note is not
meant to disparage their profession or minimize their sacrifices.
Rather, this Note’s proposed solution would incentivize the proper
behavior by armed contractors at sea and ensure that they act with a
respect for human rights while protecting U.S. vessels.

Sean Patrick Mahard?76
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